The Consumer Privacy Debate oo

WHAT IS THE PRIVACY

DEBATE ABOUT?

During the last several years, much has been writ-
ten about consumer privacy.! Changes in how
personal information is gathered and used have
focused attention on the potential for abuse. The
debate has grown as businesses have attempted to
use consumer information to sell consumer lists

or personal spending information to retailers and
other users.? In addition, with the ever-increasing
use of the internet for a wide variety of purposes,
such as applying for loans, purchasing goods, doing
on-line banking, and expressing personal opinions,
recipients of transactional information and other
personal information can use information provided
for purposes unrelated to the original transaction or
sell the information to third parties.* Although the
collection and use of information through the inter-
net has intensified the debate, the use of consumer

information has been an issue for many years.

Because of growing concern over potential abuse of
consumer information, government agencies, private
industry and consumer privacy groups have been
debating the need for government regulation in

this area. The primary concerns are that consumers
may not be aware of the consequences of providing
personal information and that they may not have
any remedies if information is inaccurate, misused

or sold without their permission. The current view
is that private industry should self-regulate its use

of consumer information.* This view, however, has
recently come under criticism, and consumer groups,
government agencies and Congress have questioned
the effectiveness of self-regulatory efforts.’
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TRADITIONAL SOURCES OF PRIVACY
LAW UNDER STATE LAW.

Under state law, the regulation of privacy exists at
three levels. First, in addition to limits on a state's
right to search and seize private information, state
constitutions may limit a businesses’ ability to
disclose personal or financial information to third
parties. For example, under the Hawaii Constitu-
tion, a person has the right to be secure against
"unreasonable invasions of privacy” in addition to
the right to be secure against unreasonable searches
and seizures.® In addition, the Hawaii Supreme
Court has held that the right to be secure against
unreasonable invasions of privacy under the Hawaii
Constitution extends to actions taken by com-
mercial entities.” As to bank records, however, the
Hawaii Supreme Court has held that there is no

reasonable expectation of privacy in such records.®

Secondly, many states have specific statutes which
regulate the disclosures of financial information.’
For example, at least one state has enacted a statute
which prohibits any corporation from disclosing
confidential information.'® Likewise, Hawaii has
enacted statutes which regulate the disclosure of
certain financial information. For example, the
Hawaii Penal Code prohibits disclosure of the names
of credit cardholders without their prior written
consent,'" and the Hawaii insurance code prohibits
creditors from using or disclosing insurance policy

information for purposes of soliciting insurance.'?

The third source of privacy rights is a state’s com-
mon law. The common law theories of defamation,

invasion of privacy and implied contract provide
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some protection against disclosure of private infor-

mation, but the protection is limited.

Since the common law theory of defamation pro-
tects persons only against the publication of false
information about them, it is of limited protection
against the disclosure of confidential information. '3
In addition, defamation law contains a number of
qualified privileges which protect a person in a busi-
ness relationship with another from liability when
disclosing false information.'

The common law theory of invasion of privacy,

15 generally protects

or the "right to be let alone,”
individuals from the: (1) unreasonable intrusion into
a person’s seclusion, solitude or private affairs; (2)
public dissemination of embarrassing private acts; (3)
publicity which places a person in a false public light;
and (4) appropriation of a person's name, image or
likeness.'® Although applicable to the acquisition and
use of customer information by businesses, the theory
does have its weaknesses in the context of privacy is-
sues. For example, the second, third and fourth bases
normally do not apply. Consequently, consumers are
left with the first basis, which would only apply if a
business collects personal information in an unreason-

able manner or by an unreasonable means.

The common law theory of implied contract also has
been used in the privacy context. First the English
courts,'” and, later, several American courts'® adopted
the theory that a bank has an implied agreement with
its customers that the bank will keep the custom-

ers financial affairs confidential except under certain
circumstances when disclosure is required or permit-
ted. However, the American courts remain split on
whether a confidential relationship will be implied

between a bank and its deposit and/or loan custom-
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ers. Some courts have found that no such relationship
exists, while other courts have held that a confiden-
tial relationship may arise when the customer places
trust in the bank or in other special circumstances.'
Although the theory has been principally applied in
situations involving banks and their customers and
there is no specific case law in Hawaii, there is noth-
ing to prevent the extension of the theory in appropri-
ate circumstances to other financial institutions and to
commercial firms in cases where consumers provide
confidential information and do not expect that the

information will be released to third parties.

Due to the difficulties that can be encountered in
using the traditional sources of state privacy law
described above, consumers and regulatory agencies
are also relying on the use of federal and state unfair
and deceptive trade practices’ statutes as a means of
regulating the commercial use of consumer informa-
tion collected, used and distributed.?® Under these
statutes, government agencies and private plaintiffs
typically allege that a person has committed an un-
fair and deceptive trade practice by misrepresenting
how confidential information provided to the person
will be used. As discussed below in more detail,

the Federal Trade Commission (the "FTC") recently
bought its first enforcement action against a website
operator under the unfair and deceptive trade prac-
tice provisions of Section 5(a) of the Federal Trade

Commission Act.

FEDERAL INTERVENTION ON THE
BANKING INDUSTRY.

For many years, there has been an extensive set of
federal laws that relate to how financial institutions
can use their customers' information. These laws

have for the most part been sufficiently flexible to
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cope with changes in technology during the past
three decades, and continue to apply to customer
information that is provided, or gathered, by
traditional means or in the on-line environment.
For example, the sharing of information obtained
from consumer reports obtained in response to
consumer credit applications is regulated by the
Fair Credit Reporting Act.?! In addition, federal
bank regulators have traditionally regulated how
and when financial institutions may use or release
confidential information.?? However, despite the
existing statutory and regulatory constraints on the
use of consumer information by financial institu-
tions, the information practices of those institutions
have received much of the attention created by the

privacy debate.

In response, the American Bankers' Association (the
"ABA") prepared a white paper in June, 1998, entitled
Financial Privacy in America A Review of Consumer Financial
Services Issues.?> In the white paper, the ABA summa-
rized the major federal statutes that relate to the use
of consumers’ financial information, and provided a
perspective on how the use of personal information
by a bank can benefit the customer. Of course, as an
advocate for the banking industry, the ABA has been
involved in an effort to discourage additional federal
legislation in the "privacy” area, arguing that financial
institutions are already very heavily regulated and
have historically done more to protect customer
confidentiality than any other industry.* In order

to promote industry self-regulation, in September,
1997, the ABA joined with other banking trade
associations®’ to develop a common set of privacy
principles. Each association has encouraged its
members to adopt privacy principles and procedures
based on these industry guidelines.?®
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Similar to the approach taken by the banking indus-
try, the Clinton Administration and the federal bank-
ing regulatory agencies have consistently expressed
the view that they favor industry self-regulation as an

alternative to new federal legislation.?”

Nevertheless, in 1998, with the privacy issue in

the national spotlight, the federal banking regula-
tory agencies began to take a more active role. On
August 17, 1998, the Federal Deposit Insurance
Corporation ("FDIC") published Financial Institution
Letter ("FIL") 86-98, entitled "Electronic Commerce and
Consumer Privacy.” The attachment to this FIL, “Online Pri-
vacy of Consumer Personal Information,” encouraged financial

institutions to:

" .maintain an awareness of emerding consumer online
privacy concerns, and to take voluntary, specific
actions to address them. In particular, financial
institutions should provide meaningful disclosures

of privacy policies and information practices, and

effectively enforce these policies and practices.”®

In FIL 86-98, the FDIC specifically points out that
self-regulation can only be effective when it is
accompanied by “employee education, adequate
internal controls, and meaningful enforcement and
redress."* Thus, although FIL 86-98 is stated to be
a "guideline,” as a practical matter, banks supervised
by the FDIC will be expected to comply with the
FDIC's suggestions.

Similar guidelines have already been issued by other
bank regulatory agencies. In November, 1998, the
Office of Thrift Supervision ("OTS") issued a policy
statement which contains information similar to

the FDIC's guidelines. In its statement, the OTS
specifically points out that the terms of the policy
statement will be considered by examiners when
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evaluating the institution's internal controls.®® This is
clearly a step beyond a "recommendation” and effec-
tively signals the beginning of regulatory oversight

on financial institutions’ information practices.

OTHER REGULATORY INITIATIVES.

In addition to the banking regulators, other federal
agencies, such as the FTC and the Department

of Commerce (the "DOC"), have been actively
involved in the privacy debate. Although the FTC
and DOC have publicly advocated self-regula-
tion, both agencies have increasingly warned that
industry’s self-regulatory efforts to date have fallen
short, and the FT'C has been increasing its enforce-

ment activities in this area.?'

The FTC held its first public workshop on privacy in
April 1995, and held a series of hearings in October
and November 1995 on consumer protection and
privacy issues relating to technological innovations

in the marketplace. InJune, 1996, the FTC held an
additional workshop and examined many other topics,
including commercial website practices with respect to
the collection, use and transfer of consumer informa-
tion. Based on the June 1996 workshop, the FTC pub-
lished a staff report entitled Consumer Privacy on the Global
Information Infrastructure.*> Also, in June, 1998, the DOC
issued a request for comment on its staff "discussion
paper” entitled Elements of Effective Self Regulation
for Protection of Privacy in which the DOC outlined
its principles of fair information practices.*

In June, 1998, the FTC issued Privacy Online: A
Report to Congress in which the FTC reported that,
of the 1,400 web sites surveyed, roughly 85 percent
collected personal information about consumers who
visited those sites.** In addition, the FTC found that,
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while 97 percent of the 125 financial sites surveyed
collected personal information, only 16 percent
disclosed their practices on collecting information.*’
The FTC concluded that “industry’s efforts to encour-
age voluntary adoption of the most basic fair informa-
tion practices have fallen short of what is needed to
protect consumers.”® Finally, on July 21, 1998, the
FTC presented an online consumer privacy legislative
model in testimony before the House Subcommittee
on Telecommunications, Trade and Consumer Pro-
tection. Under its legislative model, the FT'C would
require all commercial websites to comply with certain
information practices including notice, choice, security
and access requirements. In addition, the FTC reiter-
ated its position that private industry would have until
the end of the year to implement broad-based and
effective self-regulatory programs or the FTC would

recommend specific legislation to Congress.?”

As the FT'C has become increasingly more critical
of industry’s efforts at self-regulation, the FTC has
started to bring enforcement actions against website
operators. For example, in August 1998, the FTC
entered into a settlement agreement and consent or-
der with GeoCities, a popular website. The GeoCi-
ties website is a "virtual community” consisting of
member's personal home pages organized by theme
areas called neighborhoods. Individuals who wish
to become members must complete an application
consisting of mandatory and optional information.
Applicants could also choose to request and receive
special offers and merchandise from selected adver-

tisers and companies.

In the complaint, the FTC stated that GeoCities
misrepresented the purposes for which it collected

personal identifying information. Specifically, the
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FTC alleged that GeoCities engaged in deceptive
practices in the way it collected information by false-
ly stating that identifying information would not be
provided to third parties, and that information would
be used only to provide specific advertising offers
consumers request when, in fact, the information was
provided to third parties for other uses. In addition,
the FTC alleged that GeoCities failed to accurately
disclose its information collecting practices by stat-
ing that it collected information when, in fact, third

parties were collecting the information.®

Rather than fighting the FTC, GeoCities entered
into a settlement agreement with the FT'C which
among other things: (1) prohibits GeoCities from
misrepresenting its collection and use of personal
identifying information including what informa-

tion will be disclosed to third parties; (2) prohibits
GeoCities from misrepresenting the identity of per-
sons collecting such information on its website; (3)
prohibits GeoCities from collecting such informa-
tion from a child if GeoCities learns the child does
not have parental permission to provide the informa-
tion; (4) requires GeoCities to clearly disclose its
information practices; (5) sets forth parental choice
and control principles; (6) sets forth requirements
with respect to previously collected information; and

(7) establishes certain recordkeeping requirements.

CONCLUSION.

With all of the public concerns regarding privacy
generally and with the increase in regulatory and
enforcement activity, businesses of all types and
sizes will want to be aware of the privacy issue and
to consider taking active measures to ensure that
they do not become targets of government agency

enforcement actions or private plaintiff litigation.
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